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Here’s an overview of the structure of this assignment:

	Activity List

	Project:  Installation and Setup of CentOS File and Print Server

	Date: Nov 23, 2018

	Activity
	Instructions
	Notes
	Reference Figures

	Set up Virtual Machine in VMWare Workstation Pro
	Refer to activity plan for virtual machine settings.
	
	1-3

	Install CentOS 7 Everything version
	Refer to activity plan document and reference figures on this document for settings to select during installation.

Make sure to select ‘Install CentOS 7’ at the start.
	
	4-7

	Update CentOS Packages
	Run following commands:
· sudo yum update
· sudo yum upgrade
	
	8

	Install samba and setup smb
	· sudo yum install samba
· sudo service smb start
· sudo chkconfig smb on
	Samba may already be installed and up-to-date
	8-10

	Configure smb.conf file to set up for new print server
	Open file for editing with command sudo nano /etc/samba/smb.conf. Match these settings:

[printers]
	comment = All Printers
	path = /var/lib/samba/drivers
	printable = Yes
	create mask = 0600
	browseable = yes
	guest ok = yes
	Always a good idea to make a backup of any conf or cfg file before editing.
	11

	Check cups status
	sudo service cups status
	
	12

	Restart smb service
	Command is sudo systemctl smb restart
	Add command to change management log
	N/A

	Setup printing share
	From the desktop: In Applications > Sundry, open the print settings application. Click add. Select “Adjust Firewall”. Under Server, select Settings and modify to: Publish Shared printers connected to the system.
	
	13

	Add a network printer
	Begin with following details:
· Network Printer /
· AppSocket /HP JetDirect
· IP: 192.168.208.20/24
· Leave port set to 9100
· Select forward

When prompted, use select printer from database. Use the following options:
· HP (forward)
· Model = Laserjet p2055dn
· Driver = HP Laserjet p2055dn pcl3, hpcups 3.15 (forward)
· No Duplexer installed
· Printer Name: PRNSCC01HpP2055dn01
· Description = HP Laserjet p2055dn
· Location = General Employees Copy Room 1
	
	14-16

	Install Nagios Core
	Follow steps from https://support.nagios.com/kb/article/nagios-core-installing-nagios-core-from-source-96.html#CentOS
	Take vm snapshot after successful installation
	17-18

	Restart server
	Restart the server to confirm Nagios changes
	
	N/A

	Configure Nagios Core via web interface
	Login with new HT user and password. Never let your browser remember the password. Click on Tactical Overview. Take note of which services are or are not running.
	In my example, every service was running except notifications for HTTP and SSH.
	19-20

	Install NRPE on remote server
	Ensure Nagios server has static IP address. 

Follow instructions from https://support.nagios.com/kb/article/nrpe-how-to-install-nrpe-8.html for installation of NRPE on remote server

Confirm NRPE version using this command: /usr/local/nagios/libexec/check_nrpe -H 127.0.0.1

	Take vm snapshot after successful installation
	21-22

	Update plug-ins on Nagios Server
	On Nagios server, enter command sudo yum install nagios-plugins-nrpe.
	
	23

	Edit Nagios config file
	Modify /usr/local/nagios/etc/nagios.cfg. Add or uncomment following line:

cfg_dir=/usr/local/nagios/etc/servers
	
	24

	Create directory to match new configuration
	Run command: mkdir /usr/local/nagios/etc/servers
	
	25

	Modify commands.cfg
	Modify /usr/local/nagios/etc/objects/commands.cfg. Add following lines above the sample performance data commands section

[image: ]
	
	26

	Setup called config file that will point to our server to monitor
	Copy /usr/local/nagios/etc/objects/localhost.cfg to the location: /usr/local/nagios/etc/servers. 

Rename the file to serverclients.cfg.
	
	27

	Edit serverclients.cfg
	Change all instances of localhost to the server hostname of the remote host. Change the address under the HOST DEFINITION section to match the IP of the remote host.

Also, comment out all the code in the HOST GROUP DEFINITION section.
	
	28-29

	Verify nagios for any errors
	Run following command (all in one line): 
/usr/local/nagios/bin/nagios -v /usr/local/nagios/etc/nagios.cfg
	
	30

	Restart nagios service
	Run command: service nagios restart
	
	N/A

	Configure firewall
	To allow nagios server to connect to remote host, run these commands on both servers:

firewall-cmd --permanent --add-port=5666/tcp

firewall-cmd --reload
	
	31-32

	Reboot RDMS server
	Reboot the remote host to confirm changes. Log back in after reboot.
	
	N/A

	Test Server/Agent connection
	Make sure you are logged into the Nagios server. Return to the Nagios tactical overview section. Confirm the hosts section now lists ‘2 Up’
	Take final snapshots on both servers.
	33
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Figure 1: Preferred settings for new virtual machine
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Figure 2: Make sure there are two hard disks configured like this
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Figure 3: Connect the CentOS7 everything iso to the virtual machine
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Figure 4: Settings for base environment and add-ons. Not all add-ons selected are shown. Make sure to select all 5 add-ons as per the activity plan
[image: ]
Figure 5: Static IP addressing as per the company inc document.



[image: ]
Figure 6: The configured network and hostname
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Figure 7: Setting up local administrator account following naming convention.
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Figure 8: Commands to install samba
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Figure 9: Attempting to install Samba
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Figure 10: Setting up smb chkconfig

[image: ]
Figure 11: Altering smb.conf to match settings
[bookmark: _Toc530563811]Cups and Printing Setup Figures
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Figure 12: Checking status of cups
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Figure 13: Altering server settings in print settings application
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Figure 14: New printer’s properties
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Figure 15: New printer's policies
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Figure 16: Duplexer not installed on new printer
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Figure 17: The nagios web interface after installation of Nagios and configuration of nagiosadmin account. Don’t forget to install the Nagios plugins as well.
[image: ]
Figure 18: Result of scheduling next check for host after installing Nagios Plugins

[image: ]
Figure 19: Tactical Overview after fresh installation of Nagios. Confirming which services are running
[image: ]
[bookmark: _Ref530567576]Figure 20: After enabling all services

NRPE Setup Figures

[image: ]Figure 21: Successful installation of NRPE on Ubuntu Server
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Figure 22: Checking NRPE version
	
[image: ]
Figure 23: Updating Nagios plug-ins on Nagios server

Connecting Servers Figures

[image: ]
Figure 24: Fixing commented line in nagios.cfg file

[image: ]
Figure 25: Making directory for servers
[image: ]
Figure 26: Editing objects.cfg
[image: ]
Figure 27: Creating cfg file that will point to the servers to monitor
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Figure 28: Process of changing serverclients.cfg so all hostnames match remote host
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Figure 29: Comment out commands related to HOST GROUP DEFINITION
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Figure 30: Running /usr/local/nagios/bin/nagios -v /usr/local/nagios/etc/nagios.cfg to check for Nagios errors

[image: ]
Figure 31: Adding port 5666/tcp on Nagios server
 [image: ]
Figure 32: Adding port 5666/tcp on remote server. UFW does not require a reload after adding a rule
 [image: ]
Figure 33: Both servers are up according to the tactical overview
 


Finishing Touches

[image: ]
Figure 34: Creation of Gold Copy for Nagios Server. Preferably, store it on a separate drive. 

[image: ]
Figure 35: Snapshots taken for the Nagios server so far
[image: ]
Figure 36: Snapshots on remote server so far
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1. Write a short description on the chkconfig command in CentOS
a. [bookmark: _GoBack]According to the official man page, “chkconfig provides a simple command-line tool for maintaining the /etc/rc[0-6].d directory hierarchy by relieving system administrators of the tasks of directly manipulating the numerous symbolic links in those directories. The chkconfig command is used to add new services for management, removing services from management, listing current startup information for services, changing the startup information for services, and for checking the startup state of a service.
2. What are your run levels in CentOS?
a. According to Maurand from liquidweb.com (2017), here’s a list of all run levels in CentOS:
[image: ]
Figure 37: Linux Run Levels. By Maurand (2017)
3. What run levels are we setting in our install and why?
a. In our install, we are configuring run levels 2, 3, 4, and 5 with the following command: chkconfig --level 2345 httpd on. This ensures that all normal run levels are compatible. If we need to go into run level 1 or 2, then we can choose whether to start the service by going into run level 1 or level 2.


4. Are there any warnings? If yes, specify details including what server is producing the warning
a. Yes. On the Nagios (CentOS) server, there is a warning tied to the HTTP service: HTTP WARNING: HTTP/1.1 403 Forbidden - 5179 bytes in 0.095 second response time
5. Are there any notifications? If yes, specify details including what server is producing the notification
a. Here’s a list of all my Nagios notifications:
[image: ]
At first, I received a bunch of errors because I accidentally entered the wrong IP address for the remote host.


6. Select services from your current status option. What services are being monitored for your identity management server? What services are being monitored for your Nagios server?
a. Here’s the list of services being monitored for both the Nagios server (localhost) and remote host (wbnscc01):
[image: ]























[bookmark: _Toc530563814]References

Jolson. (2015, May 20). Nagios Core - Installing Nagios Core From Source. Retrieved November 18, 2018, from https://support.nagios.com/kb/article/nagios-core-installing-nagios-core-from-source-96.html#CentOS

Jomann. (2014, December 17). NRPE - How to install NRPE. Retrieved November 21, 2018, from https://support.nagios.com/kb/article/nrpe-how-to-install-nrpe-8.html

Maurand. (2017, October 02). Linux Runlevels Explained. Retrieved from https://www.liquidweb.com/kb/linux-runlevels-explained/


2 | Page

image1.png
# ‘check nrpe’ command definition
Gefine command{
command_name check nrpe
command_line /usr/Iibé4/nagios/plugins/check nrpe -K
SHOSTADDRESSS -t 30 -c SARGIS
3





image2.png
Virtual Machine Wizard

Ready to Create Virtual Machine

Clck Finish to create the virtual machine. Then you can intall Cent0S 7
s4bit.

The vitual machine wil be created with the following settings:

FssCCOL ~
ENSCC\Virtual Machines [INET3700_FSNSCCO1
Wiorkstation 14.x

Centos 7644t

8, it
03618

NaT

CD/DVD, UsB Controller, Printer, Sound Card v





image3.png
== Hard Disk (SATA) 068
BNew Hard Disk (SATA)  10GB




image4.png
£)copvo (@0E)
Foetwork Adapter

Using fle E:\NSCC\Virtual Mach...
NaT

(O Use physical drive:





image5.png
SOFTWARE SELECTION

Done

Base Environment

Minimal Install
Basic functionality.

Compute Node

Installation for performing computation and processing
Infrastructure Server

Server for operating network infrastructure services
File and Print Server

File, print, and storage server for enterprises

Basic Web Server

Server for serving static and dynamic internet content.
Virtualization Host

Minimal virtuslization host.

Server with GUI

Server for operating network infrastructure services,
with a GUI

GNOME Desktop
GNOME is a highly intuitive and user friendly desktop
environment

KDE Plasma Workspaces

The KDE Plasma Workspaces, a highly-configurable
graphical user interface which includes a panel, desktop,
system icons and desktop widgets, and many powerful
KDE applications

Add-Ons for Selected Environment

[/ Backup Server
Software to centralize your infrastructure’s backups
) DNS Name Server
This package group allows you to run a NS name
server (BIND) on the system
] E-mail Server
Allows the system to act as a SMTP and/or IMAP e-mail
) FTP Server
Allows the system to act as an FTP server.

[

and Storage Server
CIFS, SMB, NFS, iSCSI, iSER, and iSNS network storage

Monitoring

of tools to monitor

[ High Availability
Infrastructure for highly available services and/or shared
storage

[ Identity Management Server
Centralized management of users, servers and
authentication policies.

" Infiniband Support
Software designed for supporting clustering and grid




image6.png
NETWORK & HOST NAME

ALLATION

Editing ens33
Connection name:
General  Ethemet  802.1X Security ~DCB  Proxy  IPvA Settings
Method: | Manual -
Addresses
Address Netmask Gateway Add
Delete
DN servers 192.168.208.2, 8.8.8.8
Search domains
DHCP clent ID;
() Require IPv4 addressing for this connection to complete
Routes.
Cancel Save





image7.png
NETWORK & HOST NAME

Ethernet (ens33)
i

Ethernet (ens33) “j

Connected

Hardware Address 00:0C29:68:1B:CB
Speed 1000 Mb/s
IP Address 192,168,208 11
Subnet Mask 255.255.255.0
Default Route 192.168.208.2
DNS 1921682082 8888

. Configure.

Host name: | fsnscc01 Apply Current host name: ~ fsnscc01




image8.png
CREATE USER

Done

Fullname  Richard Rennehan

Username | rrennehan|

Tip: Keep your user name shorter than 32 characters and do not use spaces
[V Make this user administrator
[V Require a password to use this account

Password

Strong
Confirm password





image9.png
yum update

yun upgrade

yun install samba

service smb start
f





image10.png
[rrennehan@FSNSCCO1 ~]$ sudo yum install samba
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[rrennehan@FSNSCCO1 ~]$ sudo service smb start
Redirecting to /bin/systemctl start smb.service

[rrennehan@FSNSCCO1 ~]$ sudo chkconfig smb on

Note: Forwarding request to 'systemctl enable smb.service'

Created symlink from /etc/systemd/system/multi-user.target.wants/smb.service to /usr/li
b/systemd/system/smb.service.
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[printers]
comment = ALl Printers
path = /var/lib/sanba/drivers
printable = Yes
create mask = 0600
browseable = yes
guest ok = yes
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rrennehan@ubnscc01:"$ /usr/local/nagios/libexec/check_nrpe -H 127.0.0.1
NRFE v3.2.1
rrennehan@uinsccol: e




image24.png
Total 232 kB/s | 188 kB 00:00
unning transaction check

unning transaction test

Fransaction test succeeded

unning transaction

Installing : nagios-common-4.3.4-5.e17.x86 64 1/3
Installing : nagios-plugins-2.2.1-9git5c7eb5b9.el7.x86 64 2/3
Installing : nagios-plugins-nrpe-3.2.1-8.e17.x86 64 3/3
Verifying : nagios-plugins-nrpe-3.2.1-8.el7.x86 64 173
Verifying : nagios-plugins-2.2.1-9git5c7eb5b9.el7.x86 64 2/3
Verifying : nagios-common-4.3.4-5.e17.x86 64 3/3

Installed:
nagios-plugins-nrpe.x86 64 0:3.2.1-8.el7

Dependency Installed:
nagios-common.x86 64 0:4.3.4-5.el7  nagios-plugins.x86 64 0:2.2.1-9git5c7eb5b9.el7

Conplete!
[ rrennehan@FSNSCCO1 ~1$ I




image25.png
# You can also tell Naglos to process all contlg Tiles (with a .cTg
# extension) in a particular directory by using the cfg dir
# directive as shown below:

cfg_dir=/usr/local/nagios/etc/servers]]
#cfg_dir=/usr/local/nagios/etc/printers
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[rrennehan@FSNSCCO1 ~]$ sudo mkdir /usr/local/nagios/etc/servers
[rrennehan@FSNSCCO1 ~]$ 1s /usr/local/nagios/etc
gi.cfg h users nagios.cfg objects resource.cfg servers
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command_name  check nt
command line  $USERI$/check nt -H $HOSTADDRESS$ -p 12489 -v $ARGL$ $ARG2$

# 'check-nrpe’ command definition
define command{

command_name check_nrpe

command Line /usr/Tib64/nagios/plugins/check nrpe -H $HOSTADDRESS$ -t 30 - $ARGL$

B B
#
SAMPLE PERFORMANCE DATA COMMANDS
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[rrennehan@FSNSCCOL ~]$ sudo cp /usr/local/nagios/etc/objects/localhost.cfg /usr/local/
nagios/etc/servers/

[sudo] password for rrennehan:

[rrennehan@FSNSCCOL ~1$ sudo mv /usr/local/nagios/etc/servers/localhost.cfg /usr/local/
nagios/etc/servers/serverclients.cfg

[rrennehan@FSNSCCOL ~]1$ 1s /usr/local/nagios/etc/servers/

serverclients.cfg
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# HOST DEFINITION
#

B ——.—_—.—...-

# Define a host for the local machine

define host {
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# HOST GROUP DEFINITION
#

B —_—__—_—___—a....._e

# Define an optional hostgroup for Linux machines

#define hostgroup {
¢ hostgroup_name linux-servers
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[rrennehan@FSNSCCO1 servers]$ sudo firewall-cmd --permanent --add-port=5666/tcp

success
[rrennehan@FSNSCCO1 servers]$ firewall-cmd --reload
success

[rrennehan@FSNSCCOL servers]s |
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rrennehan@ubnscco1:™$ sudo ufw allow 5666/tcp
Rule added

Rule added (v6)

rrennehan@ubnsccol:~s _




image34.png
Tactical Status Overview
Last Updated: Thu Nov 22 15:53:14 AST 2018
Updated every 90 seconds

Nagios® Core™ 4.4.1 - winnagios org
Logged n 25 nsgiossamin

Network Outages
0 Outages

Hosts.

0Down 0 Unreachable 2u0p

0 Pending





image35.png
[« NSCC > Virtual v |®] | Search Virtual Machines

s
ortfolic #
Law
ience” +
ns o+
nts

ts

ud Files

| Backups
] Centos

] INET3700_FSNsceot

| INET3700_FSNSCCD1 Gold

] INET3700 WeNSCCot

] INET700 WENSCCO Gold

11505

] 0SYS1000_FinslProject RichardRennchin
| VirtusiBox

1| Windows Server 2016

A [« NSCC > Virtual Machines > INET3700_FSNSCCO1 Gold

Nome

*Q

31 [ s issesntisosTcns.

1 D st s s
\

[, Ernscconome
1 FONSCCOT-0-0001 el

8 FONSCCO1-0-00001 5001 vk

U @ FSNSCCO1-0-000001-5002vmdk

o FSNSCCDT-0-000001-s003mdk

Date modified

201g-11-21 1252
201811181225
20181120 11:06
2018-11-20%08 AM
20181120 11:06
2018-11-21 1251
201811161118
2018-11-16 11:59
20181120 11:06
20181120 11:06
20181120 11:06
2018-11-2011:06

v | @) | Search INET3700_FSNSCCO1 G.

Type
File folder
VMEM File
VMware Virtual M.
VMOK File
VMwere snapshot
VMwere virtual m.
VMwere Team Me.
VMOK File
VMOK File
VMOK File
VMOK File
VMDK File

Size

2007,152K8
oke
KB
KB
3KB
KB
KB
KB
512KB
512KB
320KB




image36.png
() FSNSCCO1 - Snapshot Manager

—G-Ge

Nagos  Nagios 2up | You Are

Setup Co. Here
Snapshot detals

Name:

Desaripton:

GTo

Take Snapshot...
Keep
No screenshot avalable:
Clore.
Delete
Autoprotect...| [ Close Help.





image37.png
(B) WBNSCCO1 - Snapshot Manager

> >

ult glen 1000





image38.png
Run

Mode Act
Level
0 |Halt Shuts down system
| Single-User Mode | 0SS 119 configure netviork interfaces, start
daemons, or allow non-root logins
R Multi-User Mode | €S ot configure network interfaces or start
daermons.
3 Multi-User Mode Starts the system normall
with Networking s v
4 Undefined Not used/User-definable
X1 As runlevel 3 + display manager(X)
6 Reboot Reboots the system





image39.png
Notification

Host Service Type Time Contact  Comand Information
s
vt 55 TRIE  ppeinn tysencebyenst | CATCAL Scttment
e e WRAE  gisamin ntyseni byemal  CRITICAL-oad sverage: 089,851,710
] BBAE  goamn oty seniebyemal  CRITIGAL-load aveage: 157, 1006, 749
caost | HTTP 2228 e noysemie byemal  HTTP WARNNG: HTTP/11 413 Forbidden - S179btes n 0002 second espnse e
Wz
s 1L TRIE g oysenicebyensi | CATCAL Pgn st
s
st TP TREE  ppouinn otysencebyenst | CAICAL Sttt
Hipame
vt e [GRMGARL] B noomsimn notysenkebyenst | CRITGAL Sett oot
s [
vt wa [BOSEUBI] B nagmacmn notusopensl  PINGOK-Pocitos~0% FTA =055
wibnscc01  NIA iz dr o
= UBI®  pagouinn iyacssyenst  CATCAL st Ut (15218208126
oot TP [WARMNG | IS s rctseniceby el HTTPVARAING,KTPI. 113 Fotien 17 s 0382 son esors e
caest | HTP 228 e noysenis byemal  HTTP WARNNG: HTTP/11 413 Forbidden - S179btes n 0008 second espnse e
oot TP (ARG ] T2 s rclyseniceby el HTTPVARAING,KTPI. 1413 Foticen 17 bles 0074 son esors e
et e (ARG | TR s rclseniceby el HTTPVARAING,KTPI. 1413 Fotien 17 s 0001 son esors e
Wams 0o st e Tt k. e, nto s o i o
P [ermean] 1515201 nagosacmin iy senice by emal o Guputon stdotscer: sxec(ustocalnagiostbeseccheck_ing,..) faed. omo's 2 No suchfe o
[Res—— - pr nagosacin. iy senice by emal Mo Guputon stdoutscer: sxecp(ustfocalnagostveseichec_users...) faed.omo's 2 Nosuchfeor
localhost  Current Load -11452015 nagiosadmin nofify-sevice-by-email  (NO oulput on stdout) stderr execvp(/ustflocalinagios/ibexecicheck_load, ..) failed. emo s 2: No such file or

135058

direcory




image40.png
Limt Resuts: 100 ¥

Service Status Details For All Hosts

Host#%  Service #¥ Status #% _ LastCheck *%  Duration *% _ Attempt ## _ Status Information

locshost | Curenilos  [ORMMMIN] 1222018 162534 0donom 1% 14 OK-load average:0.00,0.42,265
CumentUsers  [ORIMI] 11222018 162324 247ntemSs 1 USERS OK- 1 uses curenty ogged i
HrTR [WARNING ] 11222018 162235  0dOh tem1es 414 HITP WARNING: HTTPI.1 403 Forbidden - 5179 bytes in 0,002 second respanse fme
PG [ORI] 122008 162024 0aOn TTm2ss 1 PING OK- Packetloss = 0% RTA=0.15 s
Rootpartion  [ORIMMI] 1222018162326 207 tm13s 14 DISK OK - re space: 31612 M (67.95% inode-997%)
ssH [ORI] 122208 162058 0aOn temsss 1 SSH OK - OpenSSH_1.4 (protocol 2.0)
Suap Usage [ORI] 1222008 162629 a7 t2mses 1 ‘SWAP OK- 100% fse (3967 ME ou o 3957 ME)
Tot Processes [ORMMMI] 11222018 162510 0dOn tsmd3s 1 PROCS OK: 0 processes i STATE = RSZOT

ubns0t CumentLoza [FBRNNG | 1222018162124 GaOndm2ss 44 VARNING - load average: 001,097, 351
CumentUsers (ORI 11222018 162305 0dOn3omi3s 1 USERS OK- 1 uses curenty ogged i
HTTP. [GRIGALIN 11222015 162258 0 0n38m3ss 44 ‘CRITICAL - Socket fimeout
PG [ORIL ] 1222018 162027 0aOn TTm26s 1 PING OK - Packetloss = 0% RTA =075 ms
Roctpartion  [ORIMMIN] 1222018 162346 0d0n3Tm20s 14 DISK OK - re space: 31612 M (67.95% inode-997%)
SsH [CRIGALIN 11222018 162427 0 On36m43s 44 ‘CRITICAL - Socket fimeout
Swap Usage ORI 122058 162652 Gaon2imis 1 SWAP OK.- 100% fee (3957 ME au of 3957 MB)
Tots Processes [ORUMMI] 11222018 162241 0dOntomizs 1 PROCS OK: 84 processes i STATE  RSZOT

Results 1- 16 of 16 Matching Services




image41.png
PROJECT
MANAGEMENT
DOCS




